In recent years, spatio-temporal and moving objects databases have gained considerable interest, due to the diffusion of mobile devices (e.g., mobile phones, RFID devices and GPS devices) and of new applications, where the discovery of consumable, concise, and applicable knowledge is the key step. Clearly, in these applications privacy is a concern, since models extracted from this kind of data can reveal the behavior of group of individuals, thus compromising their privacy. Movement data present a new challenge for the privacy-preserving data mining community because of their spatial and temporal characteristics.
INTRODUCTION
Many Knowledge Discovery techniques have been developed that provide new means for improving personalized services through the discovery of patterns which represent typical or unexpected customer's and user's behavior. However, the collection and the disclosure of personal, often sensitive, information increase the risk of citizen's privacy violation.
Permission to make digital or hard copies of all or part of this work for personal or classroom use is granted without fee provided that copies are not made or distributed for profit or commercial advantage and that copies bear this notice and the full citation on the first page. To copy otherwise, to republish, to post on servers or to redistribute to lists, requires prior specific permission and/or a fee. For this reason, many recent research works have focused on privacy-preserving data mining [2, 13, 6, 7] . In general, these approaches allow to extract knowledge while trying to protect the privacy of individuals represented in the dataset. Some of these techniques return anonymized data mining results, while others provide anonymized datasets to the companies/research institution in charge of their analysis. The pervasiveness of location-aware devices, e.g., PDAs and cell phones with GPS technology, RFID devices enables to collect a great amount of traces left by moving objects and to analyze their motion patterns. Clearly, in this context privacy is a concern: location data allows inferences which may help an attacker to discovery personal and sensitive information like habits and preferences of individuals. Hiding car identifiers for example replacing them with pseudonyms as shown in [13] is insufficient to guarantee anonymity, since location represents a property that could allow the identification of the individual. In particular, sensitive information about individuals can be uncovered with the use of visual analytics methods. Therefore, in all cases when privacy concerns are relevant, such methods must not be applied to original movement data. The data must be anonymized, that is, transformed in such a way that sensitive private information could no more be retrieved.
In this position paper we present a method for the generalization of movement data that can be adopted for obtaining a form of anonymity in spatio-temporal datasets. The main idea is to hide locations by means of generalization, specifically, replacing exact positions in the trajectories by approximate positions, i.e. points by areas. This method of generalization can be used in a privacy-preserving framework of spatio-temporal data in order to generate an anonymous dataset which satisfy the k-anonymity property. In the literature, most of anonymization approaches proposed in the spatio-temporal context are based on randomization techniques, space translations of points and suppression of some potions of a trajectory. To the best of our knowledge only the work in [15] uses spatial generalization to achieve anonymity for trajectory datasets; however, a fixed grid hierarchy is used in this work to discretize the spatial dimension. In contrast, the novelty of our approach lies in finding a suitable tessellation of the territory into areas depending of the input trajectory dataset. As a result of our approach, we obtain anonymous trajectories with high analytical utility, if compared with previous works (both randomization based and generalization based): in particular, we show how the results of clustering analysis are faithfully preserved. The con-cept of spatial generalization has been also used in the works on privacy in location-based services [5, 8, 9] , where the goal is on-line anonymization of individual location-based queries, while our aim is privacy-preserving data publishing, which requires the anonymization of each entire trajectory.
A detailed discussion appears in Section 2.
The rest of the paper is organized as follows. Section 2 discusses the relevant related works on privacy issue in spatio-temporal data. Section 3 introduces the problem definition. In Section 4 we describe the generalization approach for trajectories. Section 5 describes the experimental results on the clustering analysis. In Section 6 we discuss about the possible ideas to adapt the proposed generalization method to anonimyze movement data. Finally, Section 7 concludes.
RELATED WORK
Many research works have focused on techniques for privacypreserving data mining [2] and for privacy-preserving data publishing. The first operation before data publishing is to replace personal identifier with pseudonyms. In [13] authors showed that this simple operation is insufficient to protect privacy. In this work, Samarati and Sweeney propose kanonymity to make each record indistinguishable with at least k − 1 other records. k-anonymity is the most popular method for the anonymization of spatio-temporal data. It is often used both in the works on privacy issues in locationbased services (LBSs) and on anonymity of trajectories.
In LBSs context a trusted server usually has to handle the requests of users and to pass them on to the service providers. In general, it has to provide a on-line service without compromise the anonymity of the user. The different systems proposed in literature to make the requests indistinguishable from k − 1 other requests use a space generalization, called spatial-cloaking [5, 8, 9] . In our context the anonymization process is off-line, as we want to anonymize a static database of trajectories. To the best of our knowledge only three works address the problem of k-anonymity of moving objects by a data publishing perspective [1, 10, 15] . In the work [1] , the authors study the problem of privacy-preserving publishing of moving object database. They propose the notion of (k, δ)-anonymity for moving objects databases, where δ represents the possible location imprecision. In particular, this is a novel concept of k-anonymity based on co-localization that exploits the inherent uncertainty of the moving objects whereabouts. In this work authors also propose an approach, called Never Walk Alone based on trajectory clustering and spatial translation. In [10] Nergiz et al. address privacy issues regarding the identification of individuals in static trajectory datasets. They provide privacy protection by: (1) first enforcing k-anonymity, meaning every released information refers to at least k users/trajectories, (2) then reconstructing randomly a representation of the original dataset from the anonymization. Yarovoy et al. in [15] study problem of k-anonymization of moving object databases for the purpose of their publication. They observe the fact that different objects in this context may have different quasiidentifiers ans so, anonymization groups associated with different objects may not be disjoint. Therefore, a novel notion of k-anonymity based on spatial generalization is provided. In this work, authors propose two approaches in order to generate anonymity groups that satisfy the novel notion of k-anonymity. These approaches are called Extreme Union and Symmetric Anonymization.
Another approach based on the concept of k-anonymity is proposed in [11] , where a framework for k-anonymization of sequences of regions/locations is presented. The authors also propose an approach that is an instance of the proposed framework and that allows to publish protected datasets while preserving the data utility for sequential pattern mining tasks. This approach, called BF-P2kA, uses a prefix tree to represent the dataset in a compact way. Given a threshold k generates a k-anonymous dataset while preserving the sequential pattern mining results.
Finally, in a very recent work [14] , a suppression-based algorithm is suggested. Given the head of the trajectories, it reduces the probability of disclosing the tail of the trajectories. This work is based on the assumption that different attackers know different and disjoint portions of the trajectories and the data publisher knows the attacker knowledge. So, the solution is to suppress all the dangerous observations.
PROBLEM DEFINITION
A moving object dataset is a collection of trajectories D = {T1, T2, . . . , Tm} where each Ti is a trajectory represented by a sequence of spatio-temporal points: , t2) , . . . , (xn, yn, tn) and (t1 < t2 < · · · < tn).
Given a moving object dataset D our goal is to provide an anomymized version of D that guarantees the privacy of the individuals while preserving some interesting analysis results such as clustering analysis. For this aim we want to use a k-anonymity approach based on spatial generalization.
In this position paper we describe a method for generalization of movement data that can be adapted for obtaining anonymity in a moving object dataset. The idea is to hide personal information by means of generalization, specifically, replacing exact positions in the trajectories by approximate positions, i.e. points by areas.
TRAJECTORY GENERALIZATION
The approach to generalize movement data consists of two main steps: (1) generating a division of the territory into areas and (2) generalizing the original trajectories.
Division of the Territory into Areas
The generalization method generates an appropriate division of the territory into areas. The method is based on extracting characteristic points from the trajectories, which are the positions of start and end, significant turns (i.e. the change of the movement direction is above a given threshold), and significant stops (i.e. the time of staying in the same position is above a threshold). The extracted points are grouped into spatial clusters. The central points of the clusters are used as generating points for Voronoi tessellation of the territory, which produces suitable areas. Since the areas are built around clusters of characteristic points, the resulting abstraction conveys quite well the principal characteristics of the movement. The level of the abstraction can be controlled through the parameters of the clustering method.
We demonstrate the work of the method by example of a subset car trajectories got by the European project GeoP-KDD. Thanks to this project we received a real-world and large dataset of trajectories of cars equipped with GPS and moving in the city of Milan (Italy). For our preliminary experiments we considered 4287 trajectories. Figure 1 (a) presents a map with the original trajectories. In Figure  1(b) , there are the characteristic points extracted from the trajectories (54362 points in total). Both the trajectories and the characteristic points are shown with 10% opacity, to enable the estimation of the densities in different places. In Figure 1(c) , the characteristic points have been clustered. The clusters are represented by colouring. We use a special spatial clustering algorithm with a parameter defining the maximum radius (spatial extent) of a cluster. The clusters in Figure 1(c) have been obtained for the value 500 metres of this parameter. Figure 1(d) presents the centroids of the point clusters and the Voronoi cells, which have been built using the centroids as generating points. Besides the cluster centroids, we add generating points around the boundaries of the territory and in the areas where there are no characteristic points from the trajectories. This is done for the cells to be more even in sizes and shapes. 
Generalization method
After obtaining the division of the territory, the trajectories are generalized in the following way. We apply placebased division of trajectories into segments. For each trajectory, the area a1 containing its first point p1 is found. Then, the second and following points of the trajectory are checked for being inside a1 until finding a point pi not contained in a1. For this point pi, the containing area a2 is found.
The trajectory segment from the first point to the i-th point is represented by the vector (a1, a2) . Then, the procedure is repeated: the points starting from pi+1 are checked for containment in a2 until finding a point p k outside a2, the area a3 containing p k is found, and so forth up to the last point of the trajectory.
In the result, the trajectory is represented by the sequence of areas {a1, a2, . . . , an}. There may be also a case when all points of a trajectory are contained in one and the same area a1. Then, the whole trajectory is represented by the sequence {a1}. For each area ai in the sequence, there is a corresponding time interval starting with the time moment of the first position in ai and ending with the time moment of the last position in ai.
As most of the methods for analysis of trajectories are suited to work with positions specified as points, the sequence of areas {a1, a2, . . . , an} is replaced, for practical purposes, by the sequence c1, c2, . . . , cn consisting of the centroids of the areas {a1, a2, . . . , an}. As a result, we obtain generalized trajectories. Figure 2 illustrates the generalized trajectories of the cars from Milan. 
CLUSTERING ANALYSIS
An important property of this method for protecting personal data is that the resulting transformed data are suitable at least for some kinds of analysis. In particular, it is possible to analyze the flows between the areas and statistics of the visits of the areas. One may also analyze the statistics of the travel times between different pairs of areas, not only neighboring. Frequently occurring sequences of visited areas can be discovered by means of data mining techniques. It is also possible to apply cluster analysis to the modified trajectories. Thus, we have made several experiments with clustering of the original car trajectories from Milan and generalized versions of these trajectories using the generic density-based clustering algorithm OPTICS [4] with a suitable distance function.
We found that the results of clustering the original and the generalized trajectories are very similar when the distance threshold (the parameter of the clustering algorithm) for the generalized trajectories is about one half of the distance threshold for the original trajectories. Figure 3 shows the biggest clusters obtained from the original set of trajectories (the first group of 12 clusters in the figure) and the biggest clusters obtained from the set of generalized trajectories (the last group of 12 clusters). The clusters are represented in an aggregated form. The results have been obtained using the density-based clustering algorithm OP-TICS with the distance function "route similarity" [3, 12] and the required minimum of 5 neighbors of a core object. The distance thresholds used is 500m for the first group and 250m for the second group. The labels A, B, etc. establish the correspondence between the clusters in two results. The clusters of the second group corresponding to the clusters G and L of the first group are not among the largest 12 clusters (they are on the 15th and 14th places, respectively). Analogously, the clusters of the first group corresponding to the 11th and 12th clusters of the second group (clusters with label N and Q in the figure) are on the 14th and 17th places, respectively.
The results of the experiments allow us to believe that the idea has a good potential.
GENERALIZATION VS K-ANONYMITY
The approach described in Section 4, given a dataset of trajectories allows us to generate a generalized version of it. In order to adapt this method to the anonymization of movement data, some extensions are required. In particular, it is necessary to ensure that:
1. each area contains positions from the trajectories of k different people, where k is a parameter.
2. the dispersion of the positions in each area is not less than a specified threshold (another parameter).
3. for each pair of areas a and b there are either none or at least k people who come from a to b (possibly, with visiting some other areas in between).
The satisfaction of these anonymity conditions is easy to check. Thus, the map in Figure 4 visualizes the numbers of different trajectories that visited the areas of the territory division (Voronoi cells) used for the generalization. The cells where the first two conditions are not satisfied must be enlarged to include more positions. This is done by producing a new Voronoi tessellation after excluding the generating points of the "problematic" cells. Similarly, when too few people come from a to b, either a or b is excluded. To choose between a and b, the total number of incoming and outgoing links with the magnitudes below k is counted for each of them. Excluded is the area where this number is bigger. The generalization-based anonymization method is currently under development. We need to do further investigations for checking whether any risks to personal privacy are indeed precluded when trajectories are anonymized in this way.
CONCLUSION
In this position paper, we present an approach for generalization of movement data. We think that this method can be adopted to realize a framework for anonymization of spatio-temporal data based on spatial generalization and the k-anonymity concept. Through a preliminary set of experiments on a real-life mobility dataset, we showed that the proposed technique preserves clustering results.
In future work, we intend to investigate further the protection model against the re-identification attack, that can be obtained using the method proposed in this paper.
